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Abstract
The messages-based communication among services in
Service Oriented Architecture (SOA) is vulnerable to
various security attacks, and has to be well protected by
security mechanisms, which may sacrifice the service
performance due to limited system resources. In this paper,
an adaptive model for the tradeoff between service
performance and security in service-based environments is
presented. This model can be used to adjust security
configurations to provide sufficient protection and satisfy
service performance requirements for SOA-based software
systems simultaneously.
The construction of the tradeoff model consists of the
development of a set of metrics to quantitatively measure
performance and security, the development of a tradeoff
objective function incorporating service performance and
security together, and the parameter estimation through
experiments. A service-based secure voice communication
service is developed as an example to show the
construction of the tradeoff model.

1. Introduction
Service-oriented architecture (SOA) facilitates dynamic
organization of a set of services to work seamlessly as a
system, where each service communicates with other
services through messages. Although message-based
communication makes it easier to use services under
different corporation firewalls, from a privacy perspective,
this also poses increasing concern on the protection of such
communication.
Current research on SOA security mainly focuses on the
protection of services from malicious consumers through
authentication and authorization [1-4], and the protection
of messages through XML encryption and signature [5].
However, the impact of these security mechanisms on the
systems’ performance has not been addressed thoroughly.
Security requirements are often in contrast with other
performance requirements, like timeliness and throughput
due to limited system resources. For example, a VoIP
service has strict timeliness requirements [6]. However,
any encryption algorithm for securing the voice data has to
consume certain amount of CPU time and memory, and
hence increases the package delay. Moreover, activity
parameters of a service, such as the coding method of voice

signal for the VoIP service, the key length for encrypting
data transmissions and the percentage of packages
encrypted, have significant impacts on resource
consumptions.
In this paper, we will develop an adaptive model for the
tradeoff between service performance and security for
adaptable service-based systems (ASBS) [7]. Our tradeoff
model can adjust the configurations and service operations
of ASBS to balance the QoS and the security. The major
distinction between our tradeoff model and most existing
approaches [8-14] is that our model can compute the best
tradeoff by minimizing a tradeoff objective function which
incorporates service performance and security metrics
together instead of intuitively switching from one security
configuration to another until the desirable tradeoff is
reached. The construction of our tradeoff model involves
the development of a set of metrics to quantitatively
measure performance and security and a tradeoff objective
function incorporating both service performance and
security metrics together so that we can consider
performance and security simultaneously, and the
estimation of our tradeoff model’s parameters for
performance and security metrics, which will be shown
using a service-based secure voice communication service.

2. Related Work
With the increasing and diverse applications of
service-based systems, it is important to know how to
manage the resource for having better performance.
Application level differentiated services [15, 16] control
performance for different classes of service consumers.
When the system resources are limited, fewer resources are
allocated for normal consumers, and most resources are
reserved for providing premium consumers’ expected
performance. Furthermore, when resources are extremely
limited and even premium consumers’ required
performance cannot be fully satisfied, feedback controlled
web services [10, 17] have been developed to adjust
resource allocation to meet
the most important
performance, such as the allowable delay in real-time
systems. These systems, however, do not consider security,
and mainly focus on how to satisfy various performance
requirements of consumers, rather than the control of the
tradeoff between performance and security.
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To control the tradeoff between performance and
security, we first need to develop security metrics to
facilitate the comparison of different security mechanisms,
especially the security mechanisms for the same security
functionality. Existing security metrics include qualitative
metrics [12, 13] and quantitative metrics [8, 11].
Qualitative metrics classify various security mechanisms
to several discrete levels, such as low, medium, and high.
Security mechanisms in the higher level can provide better
protection, but it is impossible to compare security
mechanisms with the same security level. Furthermore,
qualitative metrics are too coarse for fine control of the
tradeoff between performance and security.
Compared with qualitative metrics, quantitative
metrics generate a value for each security mechanism from
its configurations, and hence are more accurate and can
compare any two security mechanisms. However, the
difference between the values generated by existing
quantitative metrics cannot correctly reflect the difference
between the security strengths of corresponding security
mechanisms. For example, symmetric key encryption
algorithms have different requirements on the key length
from asymmetric key encryption algorithms. To achieve
the same strength of security, the symmetric encryption
algorithm AES needs a 256-bit key, but the asymmetric
encryption algorithm RSA needs a 15,360-bit key, and
elliptic encryption needs a 571-bit key [18]. Furthermore,
the security strength is not absolute, but relative to the
capability of attackers, which is also ignored in the existing
quantitative metrics. To achieve the same strength of
security, systems facing more powerful attackers have to
use longer keys than systems facing weak attackers. This
is why the National Security Agency suggests that 128-bit
AES encryption is sufficient for SECRECT level data, but
TOP SECRECT level data requires at least 192-bit AES
encryption [19].
Because it is difficult to improve the encryption
algorithms’ efficiency, selective encryption is a
comparably easier solution for reducing encryption
algorithms’ negative influence on performance. Selective
encryption is motivated by the observation that the
encryption of the most important part of the information
may be sufficient to prevent attackers from knowing the
whole information, especially for multimedia information.
Hence, selective encryption can encrypt information as
little as possible in order to greatly reduce the encryption’s
negative influence. However, current selective encryption
algorithms are all developed for specific applications like
image selective encryptions [20, 21] and video selective
encryptions [22, 23]. There is no general selective
encryption algorithm that can be used by our tradeoff
model for any application. Hence, we need to develop
another way to reduce encryption algorithms’ negative
influence on performance.

As discussed in the introduction, while performance
usually has natural metrics which are easy to be quantified,
security is difficult to be quantitatively measured. In this
section, we will first use the security configuration vectors
to specify the security parameters, and then develop
metrics for both performance and security.

3.1. Security Configuration Vector
A security configuration vector
consists of the following four components,
Security Functionality F. Security functionality
specifies what protection the security mechanism
provides, like confidentiality, integrity, and
non-repudiation. Confidentiality prevents the attacker
from knowing the content of packages, integrity
prevents the attacker from modifying the content of
packages, and the non-repudiation prevents the attacker
from refusing the acceptance of packages.
Algorithm Name A. Because there are multiple
algorithms providing the same security functionality
with different protection strengths, the algorithm name
specifies which algorithm is used by the security
mechanism. For confidentiality, the security
mechanism can use DES or AES, and a security
mechanism can provide the integrity of the protected
information with SHA-1 Hash or Digital Signature.
Key Length l. Another important factor that influences
the protection strength is the key length. A longer key
provides stronger protection but consumes more system
resources. Hence, specifying key length in the security
configuration vector gives the security mechanism
more choices in the tradeoff between performance and
security.
Protection Percentage p. While research on
cryptography and security has mainly focus on the
development of semantic security mechanisms, which
protect every bit of information, sometimes such
extensive protection is unnecessary and unaffordable.
Encrypting a part of packages, instead of encrypting all
packages, will dramatically reduce the overhead
introduced by security mechanisms and still prevent
attackers from learning much information. Some
selective encryption algorithms have been proposed for
specific application, like image selective encryptions
[20, 21] and video selective encryptions [22, 23].
Because we are developing a tradeoff model for all
applications, the selective encryption is implemented as
encrypting packages with probability p.

3.2. Performance Metric

3. Performance and Security Metrics
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Systems may have different performance requirements
for different applications. In [6], the performance
requirements of various types of network applications are
specified and analyzed by considering both human factors
and technology factors. For example, a voice
communication application has strict timeliness
requirements measured by delay and jitter, but has some
tolerance of data loss and errors. Furthermore, the
performance of SBS is usually measured from various
aspects, such as timeliness, throughput, used bandwidth,
allocated memory, and occupied CPU percentage. A
performance model has been developed to analyze the
interrelations among these different performance
requirements and different performance aspects using
non-binary classification and regression trees on
experimental data, which can predicate the value of a
performance aspect from other performance aspects in
[7].
We are focusing, in this paper, on the relation between
performance and security, i.e., security configuration
vectors’ influences on the performance. For simplicity, we
only take the average delay of packages D and package
traffic T as an example to show how to develop the metric
to relate D and T to the security configuration vector
. The delay D is defined as the average
time required by the security mechanism to take in a
package, protect the package with the parameters specified
in SCV, and return the package back. The traffic T is
defined as the number of packages handled by the security
mechanism per second. There may be various ways to
define the functions of D, T, SCV, but all functions should
have the following properties:

the package, another thread is required to accept the
new incoming package. These two threads will
compete for system resources, and increase D. Hence,
if T1 < t1 < t2, we have
.
The lager the current traffic t, the faster D increases as t
increases. Hence, if T1 < t1 < t2,
>
> 0.
When the current traffic t keeps increasing and the
security mechanism’s system resources have been
exhausted, the security mechanism starts to drop
packages. That is, there is an upper limit
of
the traffic. Hence, the range of traffic is 0
t
.
For a constant traffic t, more efficient algorithm A,
shorter key length l, or smaller protecting percentage p
leads to smaller D. However, the effect of the
combination of different A, l, and p needs to be further
investigated through experiments.
Based on the above observation, we have the following
function as the metric of delay, which is simple and
satisfies all above properties.
(1)

The delay D consists of the delay of receiving and
sending packages, and the delay of protecting packages.
When the first part of the delay involves all incoming
packages, the second part of the delay only involves
packages that are protected. When the current traffic is t
and the protection percentage specified in SCV is p, the
number of protected package is tp.

where p is the protection percentage,
are four
parameters related to SCV but independent from t. All
parameters will be estimated and validated by experiments.
Figure 1 shows two metrics of delay for two security
configuration vectors SCV1 and SCV2, which have the same
encryption algorithm and key length, but different
protection percentage p1 and p2. Because p1 > p2, the
security mechanism using SCV2 will encrypt more
packages with the same traffic than SCV1, and hence the
metric of delay with SCV2 has larger parameters T1 and T2
and increases faster with traffic.

When the current traffic t is 0, the delay D is also 0 for
any SCV. Hence, we have
.

3.3. Security Metric

When the current traffic t is very small but not 0, the
security mechanism needs to wait for the packages
coming in, and hence has sufficient time to handle
every package. In this case, the delay D is mainly
determined by the parameters in SCV. Thus, if the
traffic
, we have
,
where
is a constant related to SCV.
When the current traffic t becomes larger and exceeds
T1, the security mechanism does not have sufficient
system resources to protect a package on time and send
it out before the next package comes in. In this case,
when one thread is keeping in protecting and sending

For a security configuration vector
the security is measured as the attacker’s probability of
cracking a protected package with one attack attempt. First,
if the package is not protected, that package can be cracked
trivially with probability 1. Second, even when the
package has been protected, the package can still be
cracked with certain probability because there is no perfect
protection. Suppose the probability of cracking a package
protected by a security configuration vector is
and the
attacker’s capability is c (i.e., the attacker can attack the
package c times every second), where l is the key length.
Hence, in one second, the probability that the attacker can
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,
, and
.
The parameter c is the computing power of the attacker
encountered by the security mechanism, which can be
estimated by the sensitivity of the information handled by
the security mechanism. First, the capabilities of potential
attackers for military systems and for commercial systems
are different. Second, if the security mechanism is
handling information that should be protected for a very
long period, the security mechanism needs to estimate the
capability of attackers in the future.
For the same algorithm with two different key lengths
l1 > l2, Figure 2 shows two relations between the security
metric and the protection percentage. With the longer key
length l1, the same algorithm can reach the same security
level with a smaller protection percentage.
Figure 1. The relations between delay D and traffic T
for two security configuration vectors with the same
algorithm and key length, but different protection
percentages p1 and p2, where p1 > p2. D0 is the minimum
delay requirement.

Figure 2.
The relations between security and
protection percentage for the same algorithm with two
different key lengths l1 and l2, where l1 > l2. S0 is the
minimum security requirement.
successfully crack a protected package is cv(l). The overall
security can be measured as
(2)
The parameter v(l) depends on the design of the
security mechanism and evolution of attacking techniques.
For AES encryption algorithm and brutal force attack,
,
, and
.
For RSA encryption algorithm and the general number
field sieve attack (GNFS) [24], the most efficient integer
factoring algorithm for integers with more than 100 bits,

4. Adaptable Tradeoff between Performance
and Security
The performance and security metrics allow us to
quantitatively calculate how much protection a security
configuration vector can provide and how much
performance will be decreased by that security
configuration vector. Hence, we can make and control the
tradeoff between performance and security by adjusting
the parameters in the security configuration vector. In this
section, we will discuss three different tradeoff strategies
to maximize performance, maximize security, and balance
performance and security according to users’ preferences
respectively. For the first two strategies, although they are
trying to maximize one aspect, either performance or
security, it does not mean that the other aspect will be
ignored. Any system should have minimum requirements
on both performance and security, and any tradeoff
strategies should first satisfy such minimum requirements
and then do the tradeoff.
In this section, we will first discuss how to check
whether the minimum requirements of performance and
security can be satisfied, and then discuss the tradeoff
strategies.

4.1. Minimum Requirement Validation
Basically, the tradeoff between performance and
security is implemented through resource allocation. First,
the SBS has to allocate certain amounts of resources for
both performance and security to satisfy their minimum
requirements. Then, if there are more resources, the SBS
can allocate the available resources for better performance
or better security. Hence, to check whether the tradeoff is
possible, we first need to make sure that the minimum
performance and security requirements can be satisfied.
As in the development of performance metrics, we also
use delay as an example here. Assume that the SBS
4

requires that the delay should be less than D0, the traffic
will be up to T0, and the success probability of an attacker
with capability c should be less than S0. First, from the
minimum security requirement, we have
(3)
Then, to satisfy the minimum performance requirement,
from the metric of delay (1), we have
(4)
Hence, to check whether the minimum performance
and security can be satisfied, we only need to check
whether there exists algorithms and key lengths l satisfying

All parameters, including
and ,
are determined by the security algorithm and key length l.
Because any SBS only supports a limited number of
security algorithms and key lengths, we can check whether
both the minimum performance and security requirements
can be satisfied by enumerating all supported security
algorithms and key lengths to see if the above condition
can be satisfied.
For example, Figure 1 shows that the SCV with the
protection percentage p1 cannot satisfy the minimum
performance requirement D0. Figure 2 shows that the SCV
with the key length l2 cannot satisfy the minimum security
requirement S0.

4.2. Tradeoff Objective Function
When both minimum performance and security
requirements are satisfied, the SBS can use the available
resources for better performance or security. To have
better security, as shown in the security metric (2), the SBS
can use either a stronger algorithm with a longer key, or a
larger protection percentage. On the other hand, the
performance metric (1) shows that a stronger algorithm
with a longer key will generate larger parameters a, a’, b, b’
and smaller T1 and T2, and a larger protection percentage
will make the delay increases faster with the traffic. Both
of these will reduce the performance. Hence, to control the
tradeoff between performance and security, we have to
combine the performance metric and security metric
together as a tradeoff objective function. The tradeoff
objective function between the performance metric (1) and
the security metric (2) can be defined as
(5)

where
, a and b are two weighting
factors representing the SBS consumer’s preferences on
performance and security, respectively. To normalize the
function G, we assume that
and
.Then, to compute the optimized tradeoff
between D and S, the SBS is to minimize the value of G
with constraints
and
.
4.2.1. Performance Biased Objective Function. The
performance biased objective function is a tradeoff
objective function that tries to maximize performance
without violating the minimum security requirement. For
the tradeoff objective function (5), the performance biased
objective function sets the weighting factor b of the
security to 0. In this case, to minimize the tradeoff
objective function is equivalent to minimizing the delay D.
When the encryption algorithm and the key length are
fixed, the performance biased tradeoff should always use
the minimum protection percentage
computed in (3).
4.2.2. Security Biased Tradeoff Function. The security
biased tradeoff function is a tradeoff objective function
that tries to maximize security without violating the
minimum performance requirements. For the tradeoff
objective function (5), the security biased tradeoff function
sets the weighting factor a of the performance to 0. In this
case, to minimize the tradeoff objective function is
equivalent to minimizing the attacker’s success probability
S.
When the encryption algorithm and the key length are
fixed, we can compute the upper limit for the protection
percentage from the minimum performance requirements
as shown in (4), which represents the possible maximum
security.
4.2.3. Non-linear tradeoff objective function. If the SBS
consumer’s preferences on performance and security, i.e.,
the weighting factors a and b, do not change with the
real-time performance and security conditions, we call
such a tradeoff objective function as a linear tradeoff
objective function, like the performance biased tradeoff
function and the security biased tradeoff function. On the
contrary, if the weighting factors a and b are related to the
current performance and security, we call such a tradeoff
objective function as a non-linear tradeoff objective
function. There may be various ways to define a non-linear
tradeoff model, but all definitions should have the
following properties:
The weighting factor of performance (security)
increases when the performance (security) approaches
the minimum performance (security) requirement.
The minimum performance or security requirements
are critical for the SBS. Hence, when the minimum
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performance (security) requirements are not satisfied,
the weighting factor of performance (security) becomes
infinite.
Thus, a possible non-linear tradeoff objective function
for the performance metric (1) and the security metric (2)
can be defined as follows:

(6)
where
are two constants. The weighting factors of
delay and security will increase faster with larger delay and
security, and will become infinite when the minimum
delay and security requirements are not satisfied.

5. Parameter Estimation and Experimental
Results
In this section, we will develop an adaptable
service-based secure voice communication system as an
experimental scenario to show how to build our tradeoff
model between delay and the confidentiality of packages.
In this scenario, there is one voice communication service
to provide real-time voice data service for multiple clients
simultaneously, and a security service to provide package
encryption. For secure voice communication, the voice
communication service can call the security service to
encrypt packages before sending the packages to clients.
We have implemented the voice communication service
by converting an open-source video conferencing software
package [25] in a web service using C# in .NET
environment. The voice communication service supports
three sampling rates (132330, 176400, 220500), and three
client numbers (1, 3, 5), which together generate nine
different settings, called traffic levels for the voice
communication service. The security service is
implemented with the Cryptography library provided by
C#. To make the complexity of the experiment controllable,
the security service only supports the AES encryption, but
has three key lengths (128-bits, 192-bits, 256-bits) and four
encrypting percentages (25%, 50%, 75%, 100%). Hence,
there are twelve different security configuration vectors for
the security service. For the whole adaptable service-based
secure voice communication system, there are total 108
settings generated from nine traffic levels and twelve
security configuration vectors.
Besides these two services in this experiment, we also
have developed a QoS monitor with Windows
Performance Objects, which collects the average delay of
each package. In this experiment, we run all 108 settings of
the voice communication system and collect all
performance data from the QoS monitor. The collected
performance data is analyzed to estimate the parameters
for the tradeoff model between the delay and the

Table 1. Experimental data for 128-bit key length and
25% protection percentage.
# Package In
12123
15981
20181
36369
47943
60543
60615
79905
100905

# Packages
Out
12123
15981
20181
36369
47943
60540
60605
79755
100550

Dropping
Rate (%)
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.02%
0.19%
0.35%

Avg. Delay
(seconds)
0.008
0.007
0.007
0.007
0.009
0.01
0.013
0.014
0.014

confidentiality of packages. In particular, we have studied
how the security configuration vector affects the delay of
packages under different traffic levels.
Our experimental data on the relations between delay
and traffic for all possible key lengths and protection
percentages are shown in Figure 3, where all the data can
be roughly grouped into four groups. For each group, there
are three sets of data with the same protection percentage
but different key lengths, which are coincide with each
others. This observation implies that
The key length has no significant effect on the relation
between delay and traffic. That is, the parameters a, a’,
b, b’, T1 and T2 of the delay metric (1) are independent
of the key length.
The protection percentage dominates the relation
between delay and traffic. With the same traffic, a
larger protection percentage generates longer delay
than a smaller protection percentage p. That is, the
parameters a, a’ of the delay metric (1) are larger with a
larger p.
When the traffic increases, larger p makes the delay
increases faster than smaller p. That is, the parameters b,
and b’ of the delay metric (1) are larger with a larger p.
For different p, the delay starts to increase
exponentially at the same traffic. That is, the
parameters T1 and T2 of the delay metric (1) are
independent of p.
Table 1 lists our experimental data on 128-bit key length
and 25% protection percentage. The first column is the
number of packages taken by the system. The second
column is the number of packages sent out by the system.
When the number in the second column is smaller than the
number in the first column, it means that the system has
dropped some packages due to limited resources. The
dropping rate is shown in the third column. The last
column is the average delay of each package. From Table l,
we can see that 1) when the incoming traffic does not
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Figure 3. The relations between traffic and delay for different key lengths and protection percentages.
exceed 36369, the average delay is stable at 0.007 second,
2) when the incoming traffic exceeds 36369, the average
delay starts to increase, and 3) when the incoming traffic
exceeds 60543, the system starts to drop packages. Hence,
for
the
security
configuration
vector
SCV1=(Confidentiality, AES, 128 bits, 25%), we can
estimate the delay metric (1)’s parameters as T1 = 36369,
T2 = 60543. Based on our experimental data, the delay
metric for SCV1 can be estimated as follows:

weighting factors. Because these two weighting factors
represent the preferences on performance and security, we
have discussed how to achieve the maximum performance,
the maximum security, and the optimized balance between
performance and security by adjusting the weighting
factors. We also have implemented a secure voice
communication scenario to show how to estimate the
parameters for the tradeoff model.
Future research along this line includes extending the
tradeoff model to make tradeoff among a set of
performance aspects and security simultaneously, and
conduct extra experiments to study the security metric
when several different security algorithms are involved.

To have a more accurate estimate and validate the
above estimation, we need to run the experiment under
more traffic levels, which are currently being done.
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