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Abstract. Service-oriented architecture facilitates rapid
development and management of large-scale distributed servicebased systems (SBS), where new workflows are composed of
available services. Besides services’ capabilities, the qualities of
services (QoS) also need to be considered in service composition
in order to have high-quality workflows. The QoS profiles of
services provided by their service providers may be inaccurate.
In this paper, an approach is presented to improving the
trustworthiness of the QoS information of services to facilitate
the development of high-quality workflows in SBS. Our
approach is based on identifying the deviation between the QoS
profiles of the services claimed by their service providers and the
QoS profiles determined by monitors and service user feedbacks.
An example is given to illustrate the approach.
Keywords: quality of service (QoS), service QoS, improving
trustworthiness, high-quality workflow, service-based system.
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Introduction

To facilitate the development and management of large-scale distributed
applications, service-oriented architecture (SOA) [1] has been adopted for
many large-scale distributed applications, including e-commerce, health care,
transportation, homeland security and military [2]. Systems developed based
on SOA are called service-based systems (SBS). The basic components of
SBS are individual services, each of which provides certain capabilities. The
workflow for implementing an application is composed of services whose
dependency and communication relations are specified in the workflow. With

SOA, the development of application systems is to develop workflows
composed of available services, instead of from scratch. During workflow
composition, SBS developers first need to identify the capabilities required by
the application systems, search for available services providing such
capabilities, and use them to compose the workflows.
In this development process, besides services’ capabilities, the qualities of
services (QoS), like throughput, completion time, accuracy and security
protection, also need to be considered in service composition in order to have
high-quality workflows. Service-level agreement (SLA) [3] and protectionlevel agreement (PLA) [4, 5] are provided by service providers to claim their
services’ QoS in service contracts. In this paper, we will present an approach
to improving the trustworthiness of information on the service QoS to
facilitate the development of high-quality workflows in SBS. In this approach,
service providers provide the information on their services’ QoS profiles
along with the services they provide. SBS developers use the QoS profiles to
select services among the available services providing the needed
functionality. Service providers may update the QoS profile of a service when
there are changes in the software or underlying hardware supporting the
service. We consider in the paper that the QoS profile of each service claimed
by its service provider will include both performance and security.
However, the QoS profiles provided by service providers may be
questionable since service providers may exaggerate the QoS profiles of their
services to attract the interests of developers in using their services. Hence,
the developers need to have more trustworthy QoS profiles of the services to
make good decisions on selecting the services. Our approach will generate
more trustworthy QoS profiles (MTQP) for services in service-based systems
by identifying the deviation of service providers’ claimed QoS profiles from
the measured QoS profiles through the use of service monitors and service
user feedbacks.
In the rest of the paper, we will first discuss the current state of the art on
trust evaluation for information systems. In Section 3, we will introduce our
overall approach, and the details of certain major steps are elaborated in
Sections 4 to 7. An example to illustrate our approach will be given in Section
8. In Section 9, we will discuss future work needed for improving our
approach.

2

Current State of the Art

Trust is fuzzy and dynamic in nature, and is a subjective notion describing the
degree of belief about a particular entity’s behavior [6, 7]. DeFigueiredo, et
al., [8] investigated the human’s intuitive understanding of trust to better
understand the concept of trust in the cyber domain. The trustworthiness of

information has been studied in social networking, where peers collaborate
together to create and share information [9-12]. The trustworthiness of the
information has been evaluated based on the information's quality, the
credibility on the information quality, and the pertinence [13, 14].
The measurement of trustworthiness of computer systems and networks has
been considered at three levels: infrastructure, understanding, and policy [15].
The infrastructure level emphasizes the trustworthiness of the underlying
system, i.e. hardware, software and the network. Remote attestation
mechanism defined by Trusted Computing Group (TCG) [16] can provide
users with more confidence in a remote cyber system environment. WSAttestation [5] leverages TCG technologies in Web Services framework. At
the understanding level, reputation systems are widely adopted to assist trust
establishment [17-20]. While trust is a directional pairwise relationship,
reputation is distilled about the information available from the individual’s
past behavior reported by those having interacted with it. For those agents
who do not have direct interactions before, reputation is very important
information to help them make trust decisions. To ensure the effectiveness of
reputation evaluation mechanisms, dishonest feedback needs to be deleted.
Statistical techniques are widely used to detect dishonest feedback, often with
a presumed distribution of the collected ratings. Feedback may be screened
out or given a weight based on their deviations from the majority opinion [2022]. Such methods assume that a majority of the users are honest. Vu, et al.
[23] used trust/distrust propagation and clustering techniques in assigning the
weights to user reports. They made some assumptions on the properties of the
service users and distribution of user ratings in the system. The efficiency of
their algorithms is not clear. Jurca presented a novel application of reputation
systems in SBS [24]. His mechanism targeted economic applications with
attackers who aim at making money, but is fragile in hostile environments,
where money is not a concern for the attackers. For critical systems, the
attackers may try to sabotage the normal functioning of the system at any cost.

3

Our Approach

In this section, we will present the overview of our approach, including the
participating entities and their relations of the SBS system and the
mechanisms for generating MTQP of services in the SBS.
In our SBS with trust and reputation management, there are three types of
entities: service providers, service users and the administration. The
administration includes all administrative components, such as the service
directories, monitors and proxies. Both service providers and service users
can be benign or malicious. Therefore, in our approach, we will only trust the

administrative components which manage their reputation information, but do
not fully trust service providers or users.
Service providers register their services with functionality meta data,
claimed QoS and the access point of each of their services at service
directories. Services should behave consistently with the registered
information, regardless of the invoker, but their QoS may fluctuate around a
stable value. Malicious service providers cheat on the QoS or even functional
properties of their services either for economic benefits or for impeding
system functionality, i.e. the experiences of service users. Some services are
composed of other services in the SBS, and we call them composite services.
Service SA is called a partner service of service SB if SA has invoked SB in any
composite service or workflows. There are two types of service users: the end
users and the partner services. Service monitors [25-30] are used to remotely
monitor and report service QoS. Our approach does not require any specific
proportion of services being monitored by a trusted monitor. Therefore, we
have two categories of services in the SBS: those with a monitor, and those
without. Fig. 1 shows an example of SBS with six services. Assume that
services S3, S4 and S5 are provided by the same service provider. The solid
arrowheads in the figure represent a workflow in the SBS. The dashed
arrowhead from service S1 ’ to S2 indicates that S1’ is an alternate of service S1
because they provide the same functionality. The services placed in a green
rectangle are currently monitored by the same service monitor.
Service monitors periodically report the observed QoS of the services they
are monitoring. Service users report the observed QoS of the services when
they have used them. Since the QoS observations on delay, throughput, etc.
need to be made automatically, we assume that the administration makes the
observing and reporting code available for the users to submit feedback
automatically. However, malicious users may tamper the reporting code and
report dishonest QoS feedback for the services. Service proxies, which will be
explained in Section 4, may capture some of the dishonest user feedback.
Dishonest feedback and feedback from users who have submitted certain
amount of dishonest feedback in the past will be deleted.
Using the information collected from monitors and users, we calculate two
types of trust values for each service: Mutual Trust Value (MTV) and
Individual Trust Value (ITV). They reflect the accumulated reputation of the
service provider in providing accurate QoS information for the service. MTV
represents the accuracy of a service’s QoS profile from the point of view of
one of its partner services. It is based only on the partner service’s experience
and only represents the partner service’s opinion. ITV represents the accuracy
of an individual service’s QoS profile considering its interactions with all
partner services. It is either generated with the information from the monitor
or aggregated from all its partner services’ feedbacks. These two types of trust
values are generated from two types of information sources and reflect the

trustworthiness of the QoS profile from a local view or a holistic view. In our
approach, the ITV and MTV interact and affect each other. We evaluate a
service’s MTV from each of its partner services through feedbacks from that
partner service. If the service is monitored by a monitor, we compute its ITV
using the monitor’s reports; otherwise, we compute its ITV by aggregating all
the MTVs from all partner services. The trust values are applied on the latest
claimed QoS profile of the service to generate MTQP for a service.

Fig. 1. An example SBS with service monitors.
Our approach can be summarized in the following four steps. The
operations in Step 1)-3) are performed whenever there is new input
information. Step 4) is performed when MTQP of a service is needed for
service selection. Step 1) receives input from the service monitors and service
users; the other steps use the output generated by the previous step.
1) Collect QoS feedback from service monitors and service users.
2) Filter dishonest user feedback for service proxies.
3) Calculate two types of trust values for each service: MTV and ITV.
4) When MTQP of a service is needed for service selection, it is
computed using the latest claimed QoS profile of the service and either its ITV
or one of its MTV.
Step 2) will be explained in Section 4. Sections 5 and 6 will give the
details of Step 3) and Section 7 will elaborate Step 4).

4.

Detection of Dishonest Feedback Using Service Proxies

Service proxies are special types of services hosted by the administration.
They are registered in the service directory as regular third party services and
are not recognizable to service users. However, a service proxy does not hold
particular functionalities itself, but acts as a proxy between the user and
another service. It provides the same interfaces as the third service, and when
invoked, it will invoke that service to fulfill the functionality instead.
However, the service users do not know how the service proxy provides the
requested functionality, and will submit QoS feedback for the service proxy.
The purpose of using service proxies is to detect dishonest feedback
without much overhead. When a user invokes a service proxy, it provides the
opportunity to collect both the QoS of a service observed by the
administration and the feedback submitted by the user for the service proxy.
The difference between them should not exceed the small communication
overhead between the user and the service proxy, plus some possible random
noise. A large difference between them indicates dishonest feedback from the
service user. The specific threshold is determined based on the QoS aspect
and application scenario.
To allow dynamic binding in SBS, services with the same or similar
functionality usually have similar interface. The administration can host one
service proxy for each group of such services, and periodically change the
service it invokes among the group of services without much development
and configuration overhead. Since service proxies do not perform
functionalities themselves, developing and hosting service proxies do not
consume much effort and system resources. Therefore, it does not increase the
system complexity much although the number of service proxies needed may
grow with the number of types of services in the SBS.
It is noted that using service proxies to detect dishonest users is not based
on any assumptions on the distribution of collected feedback or the percentage
of dishonest users among all users.

5.

Generation of Mutual Trust Value (MTV)

Because services’ qualities are manifold, we define the QoS profile of a
service as a vector with n elements, each of which represents the QoS of the
service on one of the n QoS aspects, such as accuracy, delay, and security. For
a service S, let the QoS profile of the given service S provided or claimed by
its service provider be denoted by
cQoS = <cQ1, cQ2, …, cQn>,

(1)

where cQi, is the ith QoS aspect provided by the service provider, i = 1, 2, …,
n,. Let the QoS profile based on the feedback of the jth partner service of S be
denoted by
fQoSj = <fQ1j, fQ2j, …, fQnj>,

(2)

where fQi, is the ith QoS based on the feedback of the partner service, i = 1,
2, …, n,.
The mutual trust value (MTV) of S from the jth partner service S j is denoted
by
MTVj = <mtv1j, mtv2j, …, mtvnj>,

(3)

where mtvij is given by
mtvij = Ft1 (fQij - cQi ),

(4)

and the function Ft1 satisfies the following three properties.
• The value of mtvij is in the range (-1, 1). The QoS fQi based on the
feedback of partner service Sj may be better or worse than cQi . If fQi is as
good as cQi, mtvij is equal to 0. A negative mtvij means that the value of fQi
is smaller than that of cQi , and a positive mtvij means larger.
• For a constant cQi , the value of mtvij increases as fQi increases. A
larger QoS in the feedback will lead to a larger mtvij.
• For a constant cQi, the value of mtvij increases faster as |fQi - cQi |
increases, until asymptotically approaching the upper or lower bound.
When fQi is closer to cQi , the value of mtvij is insensitive to the difference
|fQi - cQi |. This property is to model the normal variation of quality. First, it
is difficult for service providers to accurately specify their services’ QoS,
which is usually an estimation based on historical data. Second, services’
QoS is not stable and will vary in a small scale. On the other hand, the
value of mtvij will increase faster as the award or penalty for better or worse
fQi .

Fig. 1. The variation of mtvij based on fQ i - cQi

Based on the above three properties, mtvij can be expressed in Fig. 2 and (5).
Ft1 (x) =

(

/ )

−1

(5)

where μ is a parameter which depends upon the range of a certain QoS aspect.
This parameter can be used to tune the growing speed of the curve.

6.
6.1

Generation of Individual Trust Value (ITV)
Generation of ITV with Monitors

For a service S with a monitor, the QoS profile reported by its monitor is
denoted by
mQoS = <mQ1, mQ2, …, mQn>,

(6)

where mQi, is the ith QoS reported by the monitor, i = 1, 2, …, n,. The ITV of
S is denoted by
ITV = <itv1, itv2, …, itvn>,
where itvi is given by

(7)

itvi = Ft1(mQi - cQi ),

(8)

where the function Ft1 was discussed in Section 5.
6.2

Generation of ITV without Monitors

When there is no monitor monitoring the service S, we evaluate the service’s
ITV using all its MTVs between the service and its partners.
Assume that service S has interacted with m ( ≥ 1) partner services and
each of them may have a different MTV about the trustworthiness of S’s
claimed QoS profile based on their own experiences. The ITV of S is denoted
by
ITV = <itv1, itv2, …, itvn>,

(9)

where itvi is given by
itvi = Fag(mtvi1, mtvi2, …, mtvim),

(10)

where Fag depends on mtvij’s distribution. For example, if mtvij has the
uniform distribution, the simple average function is a good candidate for Fmtv.
If mtvij has normal distribution, Fmtv should give higher weights for mtvij close
to the average of the means of all mtvij. The time duration between the last
interaction between the service and its partner service that produces mtvij can
also be used as its weighting factor.

7.

Generation of MTQP of Services

At the time of service selection, a service’s MTQP can be derived from its
latest claimed QoS profile and either its ITV or its MTV. We consider the
following two types of applications. In the first application type, the QoS of a
service is independently of the partner services it interacts with, and we use
the service’s ITV and its latest QoS profile claimed by its provider to generate
its MTQP.
The MTQP of S can be computed as follows:
tQoS = <tQ1, tQ2, …, tQn>
= <Ft2 (cQ1, itv1), Ft2 (cQ2, itv2) …, Ft2 (cQn, itvn)>

(11)

where tQi, is the ith QoS generated by our approach, and the function Ft2
inverses the result of function Ft1 in (5), and is given by
Ft2 (x, y) = x −

· log (

).

(12)

In the second application type, the QoS of a service is particularly sensitive
to its partner service. In this case, we use the service’s MTV to estimate its
QoS profile instead of ITV because the MTQP of a service cannot be
determined before choosing its partner service. If S is expected to be invoked
by service Sj, we will use the MTV of S from S j and the latest claimed QoS
profile of S to generate its MTQP.
The MTQP of S can be computed as follows:
tQoS = <tQ1, tQ2, …, tQn>
= <Ft2 (Q1, mtv1j), Ft2 (Q2, mtv2j) …, Ft2 (Qn, mtvnj)>.

8.

(13)

An Example

Consider the example SBS given in Fig. 1, which has 6 services and 5 are
monitored by monitors. In this example, we will consider only one QoS aspect,
the completion time, because other QoS aspects can be handled similarly. We
will generate the MTQPs of the six services, for the application type where
services’ QoS is independent of their partner services for composing
workflows. Hence, we compute the ITVs for all the services.
The completion time of these services claimed by their service providers
and reported by their monitors and partner services is given in Table 1.
Table 1. Computation results of the example.

Service
Claimed completion time
Monitored completion time
User feedback
ITV
More trustworthy completion time

S1 S1 ’ S2 S3
S4
S5
0.25 0.40 0.15 0.20 0.35 0.25
0.40 0.35 0.20 0.30 0.30
0.15, 0.20
0.64 -0.25 0.25 0.46 -0.25 -0.36
0.40 0.35 0.20 0.30 0.30 0.18

• Generating ITVs for services monitored by service monitors. First, we
set the parameter
= 0.10, assuming that a difference of 1 second or more

between the claimed and actual completion time is considered unacceptable.
Using (5), we obtain the ITV of S1
ITV1 = Ft1 (0.4-0.25) =

(

( .

.

)

.

)

− 1 = 0.64

(14)

Similarly, we find the ITVs of S1 to S4, which are also included in Table 1.
Note that the negative trust values indicate worse QoS for the completion time
because smaller completion time is more desirable.
• Generating ITVs for services not monitored by service monitors. For
service S5, assume that S3 and S4 have interacted with S5 and provided their
feedback on its completion time as 0.15 and 0.20, respectively. Using (5) we
obtain the MTVs of S3 to S5 and S4 to S5 -0.46 and -0.25, respectively. We
choose the average MTV as the service’s ITV, which is -0.36.
• Generating MTQPs. The more trustworthy completion time of S1 is
computed using (13) and is given below:
Ft2 (0.25, 0.64) = 0.25 − 0.1 × log (

.

− 1) = 0.4.

(15)

Note that the more trustworthy completion time of all the services, except
S5 , is the same as the monitored completion time. However, if their service
providers have updated the QoS profiles to claim a different completion time,
the more trustworthy completion time will be different from the monitored
value, but maintains the same ITV with regard to the new QoS profile, until
new data is collected by the monitors and integrated in the ITVs.
Assume that S2 and S5 provide the same functionality. S2 has shorter
completion time based on the QoS profiles provided by their service providers,
but the result of our approach indicates that S5 is likely to have a shorter
completion time, and hence S5 is more desirable.

9.

Discussions

In this paper, we have presented an approach to improving the trustworthiness
of service QoS profiles in SBS to facilitate the development of high-quality
workflows. In our approach, we assume that some services in the SBS are
monitored by service monitors, but do not require that all the services are
monitored. We will investigate how the proportion of monitored services and
different ways of choosing services to be monitored affect the effectiveness of
our approach.

Since service proxies cannot detect all the dishonest feedback submitted by
service users, we will study the detection of dishonest feedback through
inconsistencies between the QoS feedback of a composite service and that of
its component services.
In the future, we will also evaluate the effectiveness of the more
trustworthy QoS profiles and the techniques for detecting dishonest feedback
through simulation and experiments.
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